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Provisioning for Disaster Recovery 
may initially seem like a simple 
decision. However, any discussion 
of business continuity and potential 
threats raises many key questions. 
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Because it is not required for day-to-day operations, some organizations 
may consider Disaster Recovery a nice-to-have, or something that can 
wait for next year’s budget. 

Other organizations operate in environments where adverse events are 
more likely, so they consider DR more essential.

Deciding to move forward with a DR plan can raise issues from the 
likelihood of an adverse event to the company’s appetite for risk. 

It is also vital to consider the full range of potential disasters. While we 
leap to listing floods, hurricanes, tornados, or earthquakes, non-natural 
disasters may prove to be far more disastrous.
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Unlike most business decisions, 
planning for the unthinkable and 
how you’d respond can stir up some 
deep emotions. 
Disaster planning requires you to 
evaluate and understand both your own 
personal risk preference, and those of 
your organization. What if something 
does go wrong? IT leaders generally 
feel they’d be personally and 
professionally impacted by a disaster 
experience.
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Personal Safety  
An event that is serious enough to affect operations may well interrupt the 
lives of IT staff as well. When a disaster occurs, you and your team may 
have other priorities – far from your normal work location. 

The priority is always the personal safety of staff and their families. 
As such, you may be evacuating - and rely on remote measures to shore 
up your IT systems. 

Career Safety 
Anything that affects the operation of IT systems will necessarily put a 
spotlight on the IT organization and those people responsible for its 
operation. When the dust settles, how will your function be viewed in light 
of the crisis?

When the dust settles, how will your function be 
viewed in light of the crisis? 
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When is the last time you 
experienced an outage? According 
to a study by the Ponemon 
Institute, outages occur much more 
frequently than we realize. 95% of 
respondents reported datacenter 
outages in the past 2 years. What 
are the three most prevalent 
causes of outages?
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Natural Disasters (3rd Most Frequent)
These are the disasters that make the headlines: 200 year flood, blizzard 
shutting down major metropolitan areas for days, earthquake. The number 
and cost of natural disasters is skyrocketing.

In 1970, 78 natural disasters were reported. In 2004, this number jumped to 
348. According to AccuWeather, since 1990, natural disasters have affected 
217 million people every single year. Between 2001 and 2010, more than 
$1.2 trillion was lost to the increased rates of natural disasters, a dramatic 
increase from $528 billion between 1981-1990. (Borgenproject.org)
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Natural Disasters
(3rd Most Frequent)
But it isn’t just atmospheric and geophysical events that 
affect humans. Nature has other ways of making its mark: 
Squirrels chew through fiber cable, get electrocuted and start fires, 
taking down half of a Yahoo data center.  Snow fall collapses the roof of 
the data center supporting national network of ATMs.

It is hard to generalize, but studies show average recovery time from a natural disaster is 
16 days. However, more alarmingly, 30% of the affected organizations never recover.

Natural disasters typically top the mental checklist, but they are only 
the third most critical adverse event impacting Business Continuity. 
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Cybercrime (2nd Most Frequent)
Cybercrime caused 22 percent of outages in 2015, according to a recent survey conducted by the Ponemon Institute. It is 
now the fastest-growing cause of data center outages. 

Among the more than 60 data center operators surveyed, the average total cost per minute of unplanned downtime rose from 
about $8,000 in 2013 to about $9,000 last year. It is estimated that recovery from cybercrime often takes 30 days or more.

Unplanned downtime costs $9,000 per MINUTE.
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Human Error (Most Frequent)
Numerous studies show that the most prevalent cause of unplanned 
downtime is human error. 

Changing a thermostat from Fahrenheit to Centigrade, causing 
servers to overheat. Overloading a circuit in the data center. Moving 
an upgrade into production before adequately testing it. Most of these 
errors are, by definition, unpredictable. 

Recovery times, perhaps due to the isolated nature of these errors, is 
faster. However, 86% still take more than two days to resolve. 
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True Cost of Downtime
Whatever the cause, the real costs of 
downtime are not only direct revenue loss but 
costs to the company’s brand and goodwill. 
Increasingly, customer experience rests upon 
IT systems. Whether Business to Business or 
Business to Consumer, interruptions of 
service, inability to transact, and data loss 
can be frustrating, debilitating, or even 
life-threatening in certain industries.   

Top Disasters

• Your servers may be under 6 feet of seawater from the 
   largest storm in the past 200 years, but your customers 
still    
   need to withdraw funds from the ATMs tied to your 
network.

• Travelers delayed for hours at airports around the country 
   due to an “upgrade glitch” may not be so willing to 
   travel with your airline the next time.

• A data breach strains your financial organization’s 
credibility 
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4 Obstacles to DR
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Obstacles to DR Four Reasons Disaster Recovery Isn’t Budgeted

1. Cost: DR is too expensive
Many IT buyers still anchor on the cost of building 
and maintaining a secondary data center, including:

• A location unlikely to be impacted. 

• Infrastructure resources at the secondary
   site – servers, storage and network 

• Maintenance, security and upgrade costs for 
   those resources 

• Staffing needed to manage the secondary site

2. Complexity: DR is too complex
When you think of all the tasks associated with preventing 
an outage or responding to an emergency, they can seem 
quite onerous. And, in order to plan for business continuity, 
you may be visualizing the analysis of every workload, its 
priority and its fail-over plan. Those who experienced 
business continuity planning in the past may have suffered 
through this long process. 
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Obstacles to DR Four Reasons Disaster Recovery Isn’t Budgeted

3. Denial or Optimism: 
    It won’t happen to us
Organizations fortunate not to be in regions subject 
to major natural disasters may feel the odds are in 
their favor. But, as we have seen, the most 
common catalysts of IT disasters are not natural. 
Cybercrime and human error know no geographic 
boundaries. 

4. False Sense of Security: I’m 
already   
     covered (I have backups)
Having a copy of your data is certainly important. However, 
being able to fully restore operations and applications quickly 
and effectively is core to true business continuity. Piles of 
backups without an organized plan and process may actually 
delay recovery. An Aberdeen study has shown that a focus 
on backup versus overall business continuity inhibited 
business restoration.
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Innovations in virtualization 
and secure cloud 
infrastructure have 
revolutionized Disaster 
Recovery.
For most organizations, 
building out and 
maintaining secondary 
"backup" physical sites is 
no longer the way to go.

Reasons to
Consider Disaster

Recovery as
a Service
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Reasons to
Consider Disaster

Recovery as
a Service

Cost Effectiveness
Avoid capital investment and lock-in 
to a physical location, infrastructure, 

and maintenance 

Rapid Implementation
Set priorities and determine 

restoration order of
your applications 

Reduced Data Loss
Recover up to 3 time faster, and 

therefore, lose less data, according
to a recent Aberdeen study

Easy Testing
Test at any time to ensure

you’re confident in your plan

Near-Zero Downtime
Minimize lost revenue with the latest 

replication technology

1. 2.

3.

5.

4.
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The following are five stories
of how organizations from
differing industries have
effectively used iland’s 
Disaster-Recovery-as-a-Service
to protect their operations. Case Studies
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4
1. Business as Usual, 
Even  
    with Superstorm Sandy
A major NY-based financial institution had implemented a 
cloud-based disaster recovery plan with iland in 2011.

When Hurricane Sandy approached the East Coast in October 2012, this 
organization was prepared.

When the storm hit, the basement was flooded, taking out the servers in the datacenter. 
The institution failed over to iland and operated its mission critical systems in iland’s 
enterprise-class cloud environment for four weeks until their own datacenter was once again 
operable.• Immediate failover when the datacenter flooded.

• 4 weeks of smooth operations on the iland Enterprise Cloud.

• Seamless fail back to their own systems once their environment was restored.

• Limited cost associated with the on-demand use of cloud resources.

Case Studies
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2. Protection Without Construction 

Khatib & Alami is a leading global architectural and engineering design firm 
based in Lebanon. They manage projects and own infrastructure around 
the world: Middle East, Europe, US, and Asia – and they were seeking a 
way to protect it from disaster. 

To do so, they needed real-time replication and recovery of all their critical 
systems:  SQL, MS Exchange, file systems, ERP,  data-intensive CAD and
GSI systems, and some back office systems. Working with iland’s DRaaS 
solutions, they set up global fail-over locations to meet their business
continuity targets. 
 

• Reduced RTO/RPO from 24 hours to 15 minutes

• Mitigated $487,000 in capital expense

• Reduced disaster recovery testing and administration by 87%

Real-time and host-based replication to the iland cloud.
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3. Modernizing the 
    DR Investment
A London-based financial institution had previously 
made an investment in Disaster Recovery infrastructure. 
One of the top 20 hedge funds globally, they needed to 
streamline operations and management between New York and 
London without losing control of the recovery process. With more than 
100 virtual machines, 30 TB of data and a host of financial applications all 
on infrastructure that sorely required upgrade, they chose to improve their 
primary systems – and use a DRaaS model for business continuity. 

In doing so, they had to maintain or improve the resilience of the systems – and with iland’s 
DRaaS solution – they did just that with:

• Host-based replication to the iland Cloud

• 10 minute RTOs

• A reduction in operatin expenses by 25% 

• $430,000 in capital expense, mitigated 

Case Studies

• Redirection of scarce IT resources
towards primary system and strategic
initiatives
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4. Waste Management and Recycling
     for the Food Industry 

With over 100 acquisitions in the prior 4 years, this company’s in-house IT group 
chose to move to DRaaS to protect their 300+ virtual machines, 150 TB of data 
and countless applications.  They had their own in-house disaster recovery 
process, but it represented a constant and growing investment in equipment and 
maintenance. 

In their hunt for a cloud-based vendor, they were seeking one which would do a 
proof of concept, create a recovery plan, and allow frequent testing. Ultimately, 
they chose iland DRaaS. 

• Reduced RTO/RPO from 8 to 4 hours

• Mitigated $1.5M+ in Capital Expenditure

• Reduced the IT department’s DR 
  tasks by 90%

Host-based replication to the iland Cloud:

Case Studies
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5. Biotechnology Aiming to Simplify & Automate 

A global biotech and life sciences organization was driving global datacenter 
consolidation for cost-cutting reasons. They were closing a $75 million
location- one of five global datacenters.

In doing so, they wanted to outsource the Disaster Recovery, as the internal 
solution required many disparate systems and achieved, at best, a 4-hour 
RTO. 

In selecting a vendor, they required a number of network features including 
MPLS, L2 connect, geographic load balancing, and WAN optimization. With 
a large footprint of 250+ virtual machines and 50+ TB of storage, it wasn’t a 
small environment – and further, they required SSD storage to support their 
SAP application. 

• Reduced RTO from 4 hours to 15 minutes

• Halved $75 million capital expense 
   to $30,000 operating expense

• Through Zerto, completely automated 
   recovery of all apps and data.

• Greatly simplified the testing and auditing 
    process, saving millions

Host-based replication to the iland Continutiy Cloud

Case Studies

1
Decision

2
Perspectives

3
Top Disasters

4
Obstacles to DR

5
Reasons to 
Consider

DR as a Service

6
Case Studies

7
iland by the 
Numbers

8
Three Steps

to Take Action



iland by the
Numbers

1
Decision

2
Perspectives

3
Top Disasters

4
Obstacles to DR

5
Reasons to 
Consider

DR as a Service

6
Case Studies

7
iland by the 
Numbers

8
Three Steps

to Take Action



iland by the Numbers The Complete Source for
Disaster Recovery: iland

Years Delivering
IT Service

ISO 27001 & SSAE16
Global Data Centers

Years Cloud & 
Disaster Recovery 

Expertise
“Leader” in Garter Magic Quadrant for DRaaS, 2016

The Forrester Wave™ - Disaster-Recovery-Service-As-A-Service Providers, 2014

BEST OF

FINALIST AWARD
Disaster Recovery / Backup
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Three Steps
to Take Action
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Three Steps to Take Action
With 10 years of experience architecting and delivering cloud-based Disaster Recovery solutions for our global 
customers, we’ve seen it all – from complex networking to legacy systems to challenging procurement processes. 
In that time, we’ve learned that the best way to support customers is to roll up our sleeves and help solve their DR 
challenges from the up-front planning and architecture phase through deployment and even during the disaster 
itself. 

iland has solutions to address your physical and virtual systems, supports co-location and bare metal provisioning, 
delivers cloud-based backup and an exceptionally secure and well-managed cloud environment, in the event of a 
disaster. With a slate of industry accolades, partnerships with the leaders in DR technology like Zerto and Veeam, 
and 24x7 technical support, we’re committed to exceeding your DRaaS expectations. 

We’re here to help:

• Explore our offerings at iland.com/services/cloud-disaster-recovery/ 
• Read up on iland in Gartner Inc.’s 2015 “Magic Quadrant for Disaster Recovery as a Service” in which 
   iland has been positioned in the “Leader” quadrant.
• Sign up for a demo with one of our DR experts who will gladly answer questions, discuss your particular needs, 
   and architect a solution unique to your company. 
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