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Protect business. Power innovation.

Deleted data backup protection

iland Insider Protection protects you from both straightforward 
deletion of all backups from the Veeam console, as well more 
sophisticated attacks. You may have concerns that backup 
files may be deleted accidentally or maliciously. However, with 
Insider Protection, you can be confident that a copy of your 
backups is available.

Recover from an attack 

With iland Insider Protection, backup files deleted accidentally 
or maliciously are retained in an air-gapped directory. This 
file system is only accessible to iland technicians. Backup files 
deleted will remain in this isolated folder for seven days and 
can be saved and transferred back to you once you are ready to 
restore data.

Internal or external threat protection

iland Insider Protection enables you to recover a full backup 
deleted by mistake, but more importantly it also protects you 
from malicious attacks from outside threats. Backing up your 
data locally and offsite is no longer a catch all solution as recent 
attacks show that backup files are being targeted and destroyed. 
Attackers are aware of retention policies for your backups as well. 
Instead of simply deleting your backup files, they may choose to 
corrupt your production data and continually run a backup job to 
a cloud target. This ages out any useful recovery points you may 
have and replaces them with backups of already corrupted data.
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Secure cloud to the rescue 

Proceed with confidence —ease of implementation to  
on-going support:
• Expert advice
• Fast recovery times
• Visibility and control
• Industry leaders

Easy, convenient, affordable and secure

• Straight-forward consumption model
• All-inclusive support 24x7x365
• Reliable restore
• Integrated security

Protect yourself against data deletion
Data is one of the most important assets that your 
company has and needs your attention. Veeam Cloud 
Connect offers you the ability to back up data to an 
offsite location but in certain situations, ensuring the 
security of primary or additional backups in a cloud 
repository may be not enough to ensure data security 
for you. The backed-up data may become unavailable 

as a result of a malicious attack or unintentional action 
on your end. The malicious user could be a local 
administrator or an external party seeking to do damage 
to your company’s reputation. The data can also be 
accidentally deleted from a cloud repository or because 
of a mistake done during the configuration of backup 
jobs and settings—such as retention periods.


